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Stunnel allows for encryption of data transmitted between two computers.  A complete description of its capabilities and functionality can be found at http://www.stunnel.org. 

Stunnel needs to be properly maintained and kept up-to-date in order to fully leverage the most recent developments in functionality and encryption of transmission of data, which in our case are PowerBuilder applications. 

This guide will give step-by-step instructions on how to install/upgrade to Stunnel 4.33 high-level flowchart representing this guide is:



Checking if Stunnel is Installed

If Stunnel is currently running on your computer, the Stunnel icon should be present in the system tray, as indicated by the red rectangle in the screenshot below. 


[image: image1.png]ViR v @[] asiem




If you have this icon, then you have Stunnel installed. Continue to the “Determining Stunnel Version” section.

If you do not see this icon, you may have Stunnel installed but it may have been closed. To check if this is the case, reboot your computer and then check whether the above icon appears in the system tray. Again, if the icon is there, then Stunnel is installed. Go on to “Determining Stunnel Version”.

If the icon is still not there at this point, there is one last thing to check. Stunnel is supposed to start up as a service when Windows starts. However, on some machines, including all Windows 9x and some XP machines, Stunnel fails to start as a service. 

Check in the “C:\Program Files\” folder to see if the Stunnel folder exists (the actual name of the folder may be different depending on installation, but it may be “Stunnel” or “ZeuStunnel”). If this directory does not exist, then you do not have Stunnel installed. Continue to the install section. 

If this directory does exist, open it. There should be an Stunnel executable named “stunnel-x.xx.exe”, where x.xx is the version number. If this .exe file does not exist, remove the Stunnel folder itself and proceed to the installation section. 

If the .exe file exists, follow the steps below.

1) Create a shortcut to “stunnel-x.xx.exe” in the “\Start Menu\Programs\Startup” directory. 

2) Reboot the computer and check if the icon appears in the system tray.

3) If the icon exists, Stunnel is installed. Proceed to determining the version of your Stunnel.

4) Else, remove the shortcut created in step (1) and delete the entire Stunnel folder under “Program Files”. Stunnel was not installed properly so proceed to the installation section.

If you have Stunnel installed, the next step is to determine the version that you have. If you do not have it installed, then go to the install section.

Determining Stunnel Version

At this point, Stunnel is installed on your computer and the icon appears in the system tray. Right-click on the icon and select “About”. The resulting pop up indicates the Stunnel version.

If your version is 4.16, then your copy is up-to-date and you can proceed to modifying the configurations for Stunnel and OpenClient. Otherwise, you will need to first uninstall the older version and then install version 4.16.

Uninstalling Older Versions of Stunnel

5) First, close Stunnel by right-clicking on the system tray icon and selecting “Exit”. The Stunnel service should be stopped as a result of this.

6) Open Start ( Settings ( Control Panel ( Administrative Tools ( Services. Find the Stunnel service ( the service name is “stunnel” or “yes”) and stop it.

7) Open a MS DOS prompt (this can be done by clicking on the Start ( Run and typing “cmd” in the field named Open, then click the OK button) and use the “cd” command to go to the Stunnel directory under the Program Files (the directory may be “C:\Program Files\Stunnel” or “C:\Program Files\ZeuStunnel”, depending on the previous installation). 

8) Perform a “dir” and take note of the name of the Stunnel .exe file.

9) To uninstall, run the following command:

>stunnel-x.xx.exe –uninstall 

where x.xx is the version as noted in Step 2 (4.11 for example).

10) You will need to preserve your copy of the “stunnel.conf” file, which contains configurations for Stunnel operation. Make a backup of this file in another location. 

11) Remove the entire Stunnel directory under “Program Files”.

12) Check the “\Start Menu\Programs\Startup” directory to see if a shortcut to “stunnel-x.xx.exe” is in there. If it exists, delete it.

Installing Stunnel

First, you must download the most recent release of Stunnel by following these steps:

13) Open a Web browser and go to http://www.stunnel.org/.

14) Click on the “Downloads” link on the left sidebar
15) Follow links to locate the  latest Stunnel installer.

16) Click on the installer and save the file to you desktop  and close your browser
Then you must actually install the Stunnel service.

Double-click on Installer exe on your desktop and follow prompts to install the software to c:\program files\zeustunnel. 

This command installs Stunnel as a service on your Windows machine.

Continue on to the next section involving configuration modifications.

Configuration Changes

The next set of steps will walk through modifying the configuration file.

17) Open the “C:\Program Files\ZeuStunnel\stunnel.conf” file in an editor.

18) Do not modify any of the existing entries in the configuration file. Simply add the following two entries at the end of the file:

[Rigel-db]

accept=localhost:1439

connect=rigel-db-d-1.ad.uci.edu:4433

delay = no
[Orbit-db]

accept=localhost:1442

connect=orbit-db-p-1.ad.uci.edu:4433

delay = no

19) Save these modifications.

Now you can go ahead and reboot your machine. After Windows comes up, the Stunnel icon should appear in the system tray. If it does not, then you must create a shortcut to the Stunnel executable contained in the Stunnel program directory.

20) Open “C:\Program Files\ZeuStunnel”.

21) Create a shortcut to “stunnel-4.xx.exe” in the “\Start Menu\Programs\Startup” directory. 

22) Run the shortcut.

The Stunnel icon should appear in the system tray now. To test that Stunnel is running and configured correctly, try opening PowerBuilder applications on both Thea and Galaxy.

Stunnel must be running at all times in order for data transmission to occur between AdCom and your office. Therefore, please make sure it is up and running.
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